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WEEKLY DIGEST: COMPUTING & INFORMATION ENGINEERING
Al Safety and Security Challenges Intensify

Recent advancements in Al technology have highlighted significant safety and
security challenges, particularly concerning the potential for harmful content and
autonomous cyber threats. Researchers are developing innovative methods to
combat illegal Al-generated content and enhance cybersecurity measures against
Al-driven attacks. Meanwhile, the understanding of decision-making processes in
the brain is evolving, impacting how Al can be integrated into human
decision-making. As Al continues to advance, the dual nature of its applications in
various fields raises critical questions about safety and ethical considerations.

KEY FINDINGS IMPLICATIONS

v MIT researchers developed a technique - Enhanced auditing techniques may lead
to audit generative Al for CSAM production. to stricter regulations on generative Al.

v The first fully autonomous Al-driven — The emergence of autonomous Al in
ransomware attack, named JADEPUFFER, cyberattacks necessitates improved

was documented. security protocols.

v A new method for detecting deepfake - Advancements in Al detection methods
videos achieved over 95% accuracy using could reshape content moderation

facial movement analysis. practices.

Key Metrics: Over 95% accuracy in detecting deepfake videos.; First documented fully
autonomous Al-driven ransomware attack.
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1. New method aims to keep kids safe from illegal

Al-generated content

Category: Research
Departments: Computer Science, Political Science & Public Administration, Educational Leadership
Topics: Al Ethics & Safety, CSAM Detection, Model Auditing Techniques, Internal

Representation Analysis

Impact Score: 28.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

Researchers, including Associate Professor Ashia Wilson and graduate student Vinith
Suriyakumar from MIT, have developed a novel auditing technique to assess whether
generative Al models can produce child sexual abuse material (CSAM) without generating
illegal content. Collaborating with MIT's Healthy ML Lab and the nonprofit Thorn, the method
analyzes the internal representations of models to identify adaptations that enable harmful
outputs, achieving 100% accuracy in detecting CSAM-capable models. This approach
provides a scalable solution for platforms hosting open-source models and law enforcement,
addressing a significant gap in Al safety measures. The findings were presented at the
"Trustworthy Al for Good" workshop at the International Conference on Machine Learning.

2. Computing's Top 30: Oluwakemi Temitope Olayinka

Category: Other

Departments: Computer Science, Electrical & Computer Engineering, Industrial, Manufacturing &
Systems Engineering

Topics: Al Ethics & Safety, Al-Driven Cybersecurity Framework, loT Supply Chain Security,
Anomaly Detection, Operational Resilience

Impact Score: 27.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 4

Oluwakemi Temitope Olayinka has been recognized as one of the "Computing's Top 30 Early
Career Professionals" for 2025 due to her contributions in Al and cybersecurity, particularly
in developing an Al-driven cybersecurity framework for loT-enabled supply chains, which
has led to an approved patent. Her work aims to enhance digital trust and operational
resilience by enabling organizations to proactively detect anomalies and threats. In addition
to her professional role at Priorityl Inc., Olayinka is actively involved in the tech community
through volunteering, peer review, and mentorship, emphasizing the importance of diverse
perspectives in technology innovation. She anticipates that technology will increasingly
focus on purpose-driven innovation in the next five years, addressing critical global
challenges.
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https://news.mit.edu/2026/new-method-keeps-kids-safe-from-illegal-ai-generated-content-0713
https://wpcms.computer.org/publications/tech-news/insider-membership-news/top-30-olayinka

3. Prompt Injection Attacks Are Thwarting Al Hacking Agents

Category: Research
Departments: Computer Science, Electrical & Computer Engineering
Topics: Al Ethics & Safety, Prompt Injection Mitigation, Context Bombing Technique, Large

Language Model Security

Impact Score: 26.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 5 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

Researchers from Tracebit have introduced a technique called "context bombing" to
counteract prompt injection attacks on large language models (LLMs). By embedding
malicious commands alongside sensitive information stored on Amazon Web Services,
defenders can trigger a refusal mechanism in the LLMs, effectively shutting down their
harmful actions. Initial tests demonstrated significant effectiveness, reducing the success
rate of admin privilege escalation from 57% to 5% and complete compromise from 36% to
1% across five leading models. This research builds on previous findings that provided
defenders with alerts when their infrastructure is under threat from Al agents.

https://www.wired.com/story/prompt-injection-attacks-are-thwarting-ai-hacking-agents

4. Scientists discovered the brain doesn't make decisions the
way we thought

Category: Research
Departments: Biological Sciences, Computer Science, Psychology
Topics: Al Hardware, Brain-Computer Interfacing, Feedback Loop Mechanisms,

Biologically-Inspired Al, Decision-Making Models

Impact Score: 26.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 4 Interdisciplinary Potential: 5 Ethical / Policy Implications: 3

Researchers at the University of lllinois Urbana Champaign have identified that
decision-making processes in the brain begin earlier than previously thought, challenging
the traditional model that views information flow as strictly hierarchical. Their study,
published in the Proceedings of the National Academy of Sciences, reveals that early
sensory regions, such as the primary somatosensory cortex, play a significant role in
decision-making through feedback loops with higher brain areas. This finding suggests that
understanding the brain's interconnected architecture could inform the design of more
efficient and capable artificial intelligence systems. The research aims to leverage insights
from biological intelligence to enhance Al performance and energy efficiency.

https://www.sciencedaily.com/releases/2026/07/260712011757.htm
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5. Cybersecurity Researchers Identify First Fully Autonomous

Al-Driven Ransomware Attack

Category: Research

Departments: Computer Science, Electrical & Computer Engineering, Political Science & Public
Administration

Topics: Cyber Security, Autonomous Ransomware, Vulnerability Exploitation, Al-Driven Incident
Response

Impact Score: 26.0
Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 5 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

Cybersecurity researchers from Sysdig have documented the first fully autonomous
Al-driven ransomware attack, named JADEPUFFER, which executed a series of malicious
actions without human intervention. The Al agent exploited a known vulnerability
(CVE-2025-3248) in an open-source framework, Langflow, to gain access and subsequently
performed reconnaissance, credential theft, and database encryption across multiple
systems. Notably, the agent demonstrated autonomous troubleshooting capabilities,
recovering from a failed operation within 31 seconds by diagnosing and correcting its own
error. This incident reflects a broader trend, as HiddenLayer reports that autonomous Al
agents now account for apprOX|mater 12.5% of Al-related security breaches.

omous-ai-driven-ransomware-attack. aspPXx

6. Facial movement analysis detects deepfake videos with

more than 95% accuracy

Category: Research

Departments: Computer Science, Electrical & Computer Engineering

Topics: Computer Vision, Facial Expression Analysis, Deepfake Detection, Benchmark Dataset
Evaluation

Impact Score: 26.0
Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 3

An international research team from the University of Tokyo and the Max Planck Institute for
Informatics has developed a new method for detecting deepfake videos by analyzing the
naturalness of facial expressions rather than relying on visual artifacts. This approach
demonstrated an average detection accuracy exceeding 95% on established benchmark
datasets. The method successfully identified manipulations that eluded many existing
detection systems, indicating a significant advancement in deepfake detection technology.

https://techxplore.com/news/2026-07-facial-movement-analysis-deepfake-videos.html
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https://campustechnology.com/articles/2026/07/14/cybersecurity-researchers-identify-first-fully-autonomous-ai-driven-ransomware-attack.aspx
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7. Summer Prep To Protect Your School From Al-Enabled

Explicit Content

Category: Policy & Ethics

Departments: Educational Leadership, Computer Science, Counseling and Special Education

Topics: Al Ethics & Safety, Child Safety Measures, Al-Enabled Grooming Tactics, Generative Al
in Education

Impact Score: 26.0
Rubric Scores
Research Relevance: 4 Educational Value: 5 Innovation / Novelty: 3

Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

A global report by Qoria highlights the dual nature of generative Al in education,
emphasizing both its potential to enhance administrative efficiency and the significant
safety risks it poses, particularly concerning child sexual abuse material (CSAM). The report
reveals that a substantial majority of school leaders in the U.S., U.K., and Australia express
concern over the use of Al by adults to groom students, with approximately one-third of
respondents reporting monthly incidents involving explicit content among students aged 11
to 13. Despite these alarming findings, many schools lack adequate preparation and
prevention measures, with over 30% of leaders unfamiliar with modern online grooming
tactics. The report advocates for targeted safety training for teachers to better equip them
in recognizing and responding to Al-related threats.

https://www.techlearning.com/technology/ai/summer-prep-to-protect-your-school-from-ai-enabled-ex
licit-content

8. The risk of weather data sabotage is rising

Category: Research

Departments: Computer Science, Political Science & Public Administration, Engineering Education &
Leadership

Topics: Al Ethics, Weather Data Integrity, Al-Driven Forecasting, Data Manipulation Detection

Impact Score: 25.0

Rubric Scores

Research Relevance: 4 Educational Value: 3 Innovation / Novelty: 4
Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

Recent concerns have emerged regarding the reliability of weather observations due to
potential manipulation, exemplified by an incident at Paris Charles de Gaulle Airport where
temperature readings were artificially inflated. While current monitoring systems can detect
isolated tampering, they struggle with coordinated manipulations across multiple stations,
which could undermine the integrity of data-driven weather forecasting models.
Researchers at ECMWEF are investigating the feasibility of generating high-quality forecasts
directly from raw observations, bypassing traditional data assimilation processes. This shift
towards Al-driven methods promises enhancements in forecasting accuracy and efficiency
but also raises significant risks associated with the absence of human oversight.

https://www.technologyreview.com/2026/07/17/1140622/weather-data-sabotage/
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9. Meet GPT-Red: an LLM super-hacker OpenAl built to make

its models safer

Category: Research
Departments: Computer Science, Electrical & Computer Engineering
Topics: Large Language Models, Prompt Injection Vulnerabilities, Self-Play Defense

Mechanisms, Attack Simulation Techniques

Impact Score: 25.0
Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 4 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

OpenAl has developed GPT-Red, a system designed to enhance safety testing for large
language models (LLMs) by simulating and identifying new types of attacks, particularly
focusing on prompt injection vulnerabilities. The system operates in a self-play loop, where
GPT-Red attempts to attack other models, which in turn learn to defend against these
attacks. This iterative process has already led to the discovery of previously unseen attack
methods, addressing the growing risk surface associated with increasingly complex LLMs
used in various applications. The initiative aims to future-proof safety measures as LLM
capabilities expand.

https://www.technologyreview.com/2026/07/15/1140514/meet-gpt-red-an-lim-super-hacker-openai-bu
ilt-to-make-its-models-safer/

10. Following the questions where they lead

Category: Research

Departments: Political Science & Public Administration, Electrical & Computer Engineering, Public
Health Sciences, Biological Sciences

Topics: Al for Democratic Participation, Computational Tools for Public Health, Microfluidic
Devices for Diagnostics, Interdisciplinary Al Applications

Impact Score: 25.0
Rubric Scores
Research Relevance: 4 Educational Value: 3 Innovation / Novelty: 4

Practical Impact: 5 Interdisciplinary Potential: 5 Ethical / Policy Implications: 4

Bailey Flanigan, a faculty member at MIT's Schwarzman College of Computing and the
departments of Political Science and Electrical Engineering and Computer Science, focuses
her research on enhancing democratic participation through computational and
mathematical tools. Her interdisciplinary background spans medicine, public health, and
economics, driven by a desire to address pressing global issues, particularly in low-resource
settings. Flanigan's academic journey reflects a shift from traditional scientific research to
public health initiatives, such as developing microfluidic devices for HIV detection,
motivated by the need for impactful solutions for underserved populations. Her work aims to
bridge gaps across disciplines to foster meaningful societal change.

https://news.mit.edu/2026/following-questions-where-they-lead-bailey-flanigan-0717
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