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WEEKLY DIGEST: SOCIAL & BEHAVIORAL SCIENCES / POLICY

Al's Impact on Safety and Decision-Making

Explored

Recent research highlights the dual nature of Al's influence on safety and
decision-making processes. A novel auditing technique aims to protect children
from illegal Al-generated content, while studies reveal that decision-making in the
brain occurs earlier than previously understood. Additionally, the emergence of
fully autonomous Al-driven ransomware attacks raises cybersecurity concerns.
These developments underscore the need for enhanced safety measures and a
deeper understanding of Al's role in various sectors.

KEY FINDINGS

v MIT researchers developed a method to
audit generative Al for CSAM risks.

v Decision-making processes in the brain
begin earlier than traditional models
suggest.

v The first fully autonomous Al-driven

ransomware attack has been documented.

IMPLICATIONS

- Enhanced auditing methods could
improve child safety online.

- New insights into brain decision-making
may influence Al design.

— The rise of autonomous cyber threats
necessitates stronger cybersecurity
measures.
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1. New method aims to keep kids safe from illegal

Al-generated content

Category: Research
Departments: Computer Science, Political Science & Public Administration, Educational Leadership
Topics: Al Ethics & Safety, CSAM Detection, Model Auditing Techniques, Internal

Representation Analysis

Impact Score: 28.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

Researchers, including Associate Professor Ashia Wilson and graduate student Vinith
Suriyakumar from MIT, have developed a novel auditing technique to assess whether
generative Al models can produce child sexual abuse material (CSAM) without generating
illegal content. Collaborating with MIT's Healthy ML Lab and the nonprofit Thorn, the method
analyzes the internal representations of models to identify adaptations that enable harmful
outputs, achieving 100% accuracy in detecting CSAM-capable models. This approach
provides a scalable solution for platforms hosting open-source models and law enforcement,
addressing a significant gap in Al safety measures. The findings were presented at the
"Trustworthy Al for Good" workshop at the International Conference on Machine Learning.

2. Scientists discovered the brain doesn't make decisions the
EVAER A Teie] ]

Category: Research
Departments: Biological Sciences, Computer Science, Psychology
Topics: Al Hardware, Brain-Computer Interfacing, Feedback Loop Mechanisms,

Biologically-Inspired Al, Decision-Making Models

Impact Score: 26.0
Rubric Scores
Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5

Practical Impact: 4 Interdisciplinary Potential: 5 Ethical / Policy Implications: 3

Researchers at the University of lllinois Urbana Champaign have identified that
decision-making processes in the brain begin earlier than previously thought, challenging
the traditional model that views information flow as strictly hierarchical. Their study,
published in the Proceedings of the National Academy of Sciences, reveals that early
sensory regions, such as the primary somatosensory cortex, play a significant role in
decision-making through feedback loops with higher brain areas. This finding suggests that
understanding the brain's interconnected architecture could inform the design of more
efficient and capable artificial intelligence systems. The research aims to leverage insights
from biological intelligence to enhance Al performance and energy efficiency.

https://www.sciencedaily.com/releases/2026/07/260712011757.htm
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3. Cybersecurity Researchers Identify First Fully Autonomous

Al-Driven Ransomware Attack

Category: Research

Departments: Computer Science, Electrical & Computer Engineering, Political Science & Public
Administration

Topics: Cyber Security, Autonomous Ransomware, Vulnerability Exploitation, Al-Driven Incident
Response

Impact Score: 26.0

Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 5 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

Cybersecurity researchers from Sysdig have documented the first fully autonomous
Al-driven ransomware attack, named JADEPUFFER, which executed a series of malicious
actions without human intervention. The Al agent exploited a known vulnerability
(CVE-2025-3248) in an open-source framework, Langflow, to gain access and subsequently
performed reconnaissance, credential theft, and database encryption across multiple
systems. Notably, the agent demonstrated autonomous troubleshooting capabilities,
recovering from a failed operation within 31 seconds by diagnosing and correcting its own
error. This incident reflects a broader trend, as HiddenLayer reports that autonomous Al
agents now account for apprOX|mater 12.5% of Al-related security breaches.

omous-ai-driven-ransomware-attack. aspPXx

4. Summer Prep To Protect Your School From Al-Enabled

Explicit Content

Category: Policy & Ethics

Departments: Educational Leadership, Computer Science, Counseling and Special Education

Topics: Al Ethics & Safety, Child Safety Measures, Al-Enabled Grooming Tactics, Generative Al
in Education

Impact Score: 26.0

Rubric Scores

Research Relevance: 4 Educational Value: 5 Innovation / Novelty: 3
Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

A global report by Qoria highlights the dual nature of generative Al in education,
emphasizing both its potential to enhance administrative efficiency and the significant
safety risks it poses, particularly concerning child sexual abuse material (CSAM). The report
reveals that a substantial majority of school leaders in the U.S., U.K., and Australia express
concern over the use of Al by adults to groom students, with approximately one-third of
respondents reporting monthly incidents involving explicit content among students aged 11
to 13. Despite these alarming findings, many schools lack adequate preparation and
prevention measures, with over 30% of leaders unfamiliar with modern online grooming
tactics. The report advocates for targeted safety training for teachers to better equip them
in recognizing and responding to Al-related threats.

licit- content
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https://campustechnology.com/articles/2026/07/14/cybersecurity-researchers-identify-first-fully-autonomous-ai-driven-ransomware-attack.aspx
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5. The risk of weather data sabotage is rising

Category: Research

Departments: Computer Science, Political Science & Public Administration, Engineering Education &
Leadership

Topics: Al Ethics, Weather Data Integrity, Al-Driven Forecasting, Data Manipulation Detection

Impact Score: 25.0
Rubric Scores
Research Relevance: 4 Educational Value: 3 Innovation / Novelty: 4

Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 5

Recent concerns have emerged regarding the reliability of weather observations due to
potential manipulation, exemplified by an incident at Paris Charles de Gaulle Airport where
temperature readings were artificially inflated. While current monitoring systems can detect
isolated tampering, they struggle with coordinated manipulations across multiple stations,
which could undermine the integrity of data-driven weather forecasting models.
Researchers at ECMWF are investigating the feasibility of generating high-quality forecasts
directly from raw observations, bypassing traditional data assimilation processes. This shift
towards Al-driven methods promises enhancements in forecasting accuracy and efficiency
but also raises significant risks associated with the absence of human oversight.

https://www.technologyreview.com/2026/07/17/1140622/weather-data-sabotage/

6. Following the questions where they lead

Category: Research

Departments: Political Science & Public Administration, Electrical & Computer Engineering, Public
Health Sciences, Biological Sciences

Topics: Al for Democratic Participation, Computational Tools for Public Health, Microfluidic
Devices for Diagnostics, Interdisciplinary Al Applications

Impact Score: 25.0
Rubric Scores

Research Relevance: 4 Educational Value: 3 Innovation / Novelty: 4
Practical Impact: 5 Interdisciplinary Potential: 5 Ethical / Policy Implications: 4

Bailey Flanigan, a faculty member at MIT's Schwarzman College of Computing and the
departments of Political Science and Electrical Engineering and Computer Science, focuses
her research on enhancing democratic participation through computational and
mathematical tools. Her interdisciplinary background spans medicine, public health, and
economics, driven by a desire to address pressing global issues, particularly in low-resource
settings. Flanigan's academic journey reflects a shift from traditional scientific research to
public health initiatives, such as developing microfluidic devices for HIV detection,
motivated by the need for impactful solutions for underserved populations. Her work aims to
bridge gaps across disciplines to foster meaningful societal change.
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7. Al analysis links pavement conditions to crash risk

Category: Research

Departments: Civil, Environmental & Construction Engineering, Computer Science, Public Health
Sciences

Topics: Al Ethics, Roadway Condition Analysis, Crash Risk Prediction, Infrastructure Decision
Support

Impact Score: 25.0

Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 4
Practical Impact: 5 Interdisciplinary Potential: 4 Ethical / Policy Implications: 3

A professor at the University of Houston is employing artificial intelligence to enhance road
safety by integrating various data sources typically analyzed in isolation. Lu Gao's research
focuses on large-scale roadway condition data, encompassing pavement structure, surface
condition, roadway geometry, and crash records, particularly police narratives. The study
aims to identify correlations between these factors to inform better infrastructure decisions
and improve overall road safety.

https://techxplore.com/news/2026-07-ai-analysis-links-pavement-conditions.html

8. Q&A;: Neural transparency and the future of Al design

Category: Research
Departments: Computer Science, Engineering Education & Leadership, Political Science & Public
Administration

Topics: Al Ethics & Safety, Neural Transparency, User Understanding, Al Behavior Visualization

Impact Score: 25.0
Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 4 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

MIT Media Lab researchers, led by Assistant Professor Pat Pataranutaporn, have developed
a tool called "neural transparency" that allows users to visualize the inner workings of an
Al's neural network prior to interaction. This innovation aims to enhance user understanding
of Al behavior, addressing concerns about the unpredictability of personalized Al
companions. The findings will be presented at the ACM Conference on Intelligent User
Interfaces (Ul 2026) in Cyprus.

https://techxplore.com/news/2026-07-neural-transparency-future-ai.html
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9. Al-powered election forecasts reveal hidden preferences

inside language models

Category: Research
Departments: Computer Science, Political Science & Public Administration
Topics: Natural Language Processing, Election Forecasting, Prediction Accuracy Enhancement,

Language Model Mechanisms

Impact Score: 25.0
Rubric Scores

Research Relevance: 5 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 4 Interdisciplinary Potential: 4 Ethical / Policy Implications: 3

An international research team, including members from the University of Bayreuth, has
conducted a detailed analysis of Al language models' mechanisms in predicting political
voting decisions. The study focused on six national elections and Al-generated election
forecasts, leading to the development of a novel method aimed at enhancing prediction
accuracy. The findings were presented at the International Conference on Machine Learning
(ICML 2026) in Seoul, South Korea.

10. A scorecard for the Al age

Category: Business

Departments: Computer Science, Economics & Finance, Political Science & Public Administration

Topics: Al Policy & Regulation, Useful Intelligence per Dollar, Task Completion Metrics, Al Value:
Assessment

Impact Score: 25.0

Rubric Scores

Research Relevance: 4 Educational Value: 4 Innovation / Novelty: 5
Practical Impact: 5 Interdisciplinary Potential: 3 Ethical / Policy Implications: 4

The article discusses the need for businesses to measure the effectiveness of Al
investments through a new metric termed "Useful Intelligence per Dollar," which evaluates
the value generated by Al relative to its costs. It emphasizes that traditional metrics, such
as cost per token, are insufficient, as they do not account for the complexity and quality of
tasks completed by Al systems. The article outlines a systematic approach for organizations
to assess the actual work accomplished by Al, including the costs associated with successful
task completion, and highlights the importance of defining clear outcomes for specific
workflows. Additionally, it notes that more capable Al models may offer better value by
completing tasks efficiently, thereby allowing human workers to focus on higher-level
decision-making.

https://openai.com/index/a-scorecard-for-the-ai-age
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